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Message Text 

UNCLASSIFIED 

PAGE 01 STATE 146632 
ORIGIN DRC-01 

INFO OCT-01 EUR-12 ISO-00 L-03 /017R 

DRAFTED BY EADRC/DR:EMMACHAK:BJF 
APPROVED BY 0/FADRC:WHPRICE 
EUR/CAN:JHROUSE 
L/M:LAHUMMER 

007303 091622Z/43 

R091518Z JUN 78 
FM SECSTATE WASHDC 
TO AMCONSUL VANCOUVER 

UNCLAS STATE 146632 


E.O. 11652: N/A 


TAGS:OGEN, AINF 

SUBJECT: PRIVACY ACT GUIDANCE IN CRIMINAL CASE 


REEERENCES: VANCOUVER 628 


1. THE DEPARTMENT'S RULES, CONSISTENT WITH SUBSECTION (B)(7) 
OF PRIVACY ACT OF 1974, STATE THAT IF A SYSTEM OF RECORDS 
MAINTAINED BY THE STATE DEPARTMENT INDICATES A VIOLATION 
OF LAW, WHETHER CIVIL, CRIMINAL, OR REGULATORY IN NATURE, 
THE RECORDS MAY BE RELEASED TO THE APPROPRIATE FEDERAL, 
STATE, LOCAL, OR FOREIGN AGENCY CHARGED WITH THE RESPONSI- 
BILITY OF INVESTIGATING THE VIOLATION. 


2. THEREFORE, POST MAY RELEASE INFORMATION TO U.S. AND 
CANADIAN AUTHORITIES UPON WRITTEN REQUEST BY THOSE GOVERN- 
MENTS. THE REQUEST SHOULD STATE WHICH PARTICULAR RECORD(S) 
ARE REQUESTED; BLANKET REQUESTS FOR ALL RECORDS PERTAINING 
TO AN INDIVIDUAL ARE NOT PERMITTED. 


UNCLASSIFIED 


UNCLASSIFIED 


PAGE 02 STATE 146632 


3. POST SHOULD REMEMBER THAT SUBSECTION (C) OF THE PRIVACY 
ACT REQUIRES THAT AN ACCOUNTING BE MAINTAINED OF ANY 
DISCLOSURES OUTSIDE DEPARTMENT OF INDIVIDUAL'S RECORD. 
ACCOUNTING MUST INCLUDE DATE, NATURE, AND PURPOSE OF EACH 
DISCLOSURE. VANCE 
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